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What are risks?
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Why we measure risk

Communicate

Change

Compare
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Avoid data theft and downtime by extending the 
security perimeter outside the data-center and 
protect from increasing frequency, scale and 
sophistication of web attacks.

Risk Identification and Triage
Discovery
-Find a risk
-Preliminary evaluation

Evaluation
-Explore implications
-Assess remediations
-Risk evaluation

Prioritization
-Cost:benefit analysis
-Feasibility of success
-Business tradeoffs

Execution
-Define success 
criteria
-Establish program
-Executive oversight

Risk Identification and Triage
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Avoid data theft and downtime by extending the 
security perimeter outside the data-center and 
protect from increasing frequency, scale and 
sophistication of web attacks.
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Qualitative

How bad 
could it be?

How likely
would it be?



Impact Analysis
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CVSS 2.0
Access Vector
Local = 0.395
Adjacent = 0.646
Network = 1.0

Access Complexity
High = 0.35
Medium = 0.61
Low = 0.71

Authentication
Multiple = 0.45
Single = 0.56
None = 0.704

Exploitability
20 * AV * AC * AU
(1.24425 to 9.9968)

Fermi
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700K possibilities! (45M with customization)



Or maybe about 30….
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Unique Events are Hard Fermi
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Aggregating Risk

Scenario Hazard
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Adversary
Loss
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Adversary

Scenario HazardHazard Loss

Apply: How does thinking about more risk vectors 
change perceived risk?



Aggregating Risk
Apply: How does thinking about more risk vectors 

change perceived risk?

Imagine Company C. Consider it has a risk score of Y.
Imagine Company X. Consider it has a risk score of Y.
Company C and Company X merge. What is the risk 

score of the new company?



Risk Communication Goals
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Steady State: Security value balances perceived risk
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Low perceived risk leads to lower resource investment!
Low perceived capability leads to lower perceived risk!

Communicate

MaturityPosture

EnvironmentHazard



Posture vs Maturity

Maturity

Posture

EnvironmentHazard

Posture is your ceiling
Do I have defenses in place right now?

Maturity is your floor
Will I maintain my defenses in the future?

Communicate



Posture vs Maturity vs Compliance

Maturity

Posture

EnvironmentHazard

Posture is your ceiling
Do I have defenses in place right now?

Maturity is your floor
Will I maintain my defenses in the future?

Communicate

Compliance
Compliance is your footprint
How often do we visit this defense?



Risk Communication

Communicate ChangeCompare

Environment



Dashboards Communicate
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RSAC-ESAF Communicate Change
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NIST-CSF MaturityCompare

Posture

Environment


